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INTRODUCTION

The Tracker 2700 range features a powerful scripting capability that enables a whole variety of application
specific scripts to be run on the Tracker platform. These applications allowtogamevide a number of value
added services as well as the local management of devices to reduce break/fix costs and reduce system
downtime. This document provides a brief description of some of these applications
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PBX ALARM APPLICATIONS

Alcatel 4400 Mintenance Alarms

This Tracker application monitors serial alarm data output from an Alcatel 4400 slitténtifies key fields
within each alarm message and applies a set of-deéined rules to determine if the message should be
delivered to a centrainanagement system. The Alcatel 4400 alarms can be configured to be output
spontaneously on a nominated serial port by a configuration setting on the switch.

Alcatel 4400 Network Toll Fraud

The application monitors the CDR output from the 4400 via anrké#tdink, identifies key fields within each
call record and applies a set of usdafined rules. These rules are used to identify possible fraudulent traffic
patterns. If the call(s) are identified as being possibly fraudulent then an alarm is deligeaezbntral
management system. The alarm includes the last call data record that triggered the alarm event.

Alcatel 4400 Serial Toll Fraud

The application monitors the CDR output from the 4400 via a serial link, identifies key fields within each call
record and applies a set of usdefined rules. These rules are used to identify possible fraudulent traffic
patterns. If the call(s) are identified as being possibly fraudulent then an alarm is delivered to a central
management system. The alarm includes tist kcall data record that triggered the alarm event.

Alcatel OmniPCX 4400 SNMP Alarms

This application processes SNMP traps from the Alcatel OmniPCX PBX or the earlier 4400 hardware provided it
is running software release 4 or later. For any OmniPCX 440®és been configured to deliver its SNMP

traps to the Tracker, this application will accept the traps, filter them using a set of predefined rules and deliver
the alarm content as a Tracker alert to a central management system.

AvayaDefinity Call Procssing

This application reads Definity call records on seriall and passes them out on serial2 after internal processing
to update the call date and billing information as defined in the associated configuration files.

Note: This application is only suppoddy the Tracker 2700 and Mitel 7200 MAP variants of the Tracker
product.

Avaya Definity INADS Alarm Reporting

This application requires two internal modems to be fitted in the Tracker; one to receive alarms from the
5STAYAGEQaA Ay SNYtbrle brodagdcRsbile messdge dindé Slterddi Kn alplication monitors
2yS 2F GKS ¢NI O1SNRa Ay idSNY!I foutf@rRie Définitg. Whein Aval@ T2 NJ |y L
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message is received, the application identifies key fields within the alarm gessal applies a set of user
defined rules to determine if the message should be delivered to a central management system.

Avaya Definity Toll Fraud Reporting

The Toll Fraud application supports the legacy Avaya Definity running software from releasellraaslater
Avaya IP products running MultiVantage software including DefinityServer, MediaServer and MediaGateway.

While the legacy Definity outputs CDR data via a serial port, the newer IP products output via IP to a remote

K2al WwWasS NI sNE listeriing polt on the BeRétds configurable on the Definity. There are two
LINPG202t 2LJiA2ya TFT2NJ 0KS Lt /5w 2dziLdziy b2 LINRG20O2t |
writing, RSP is not fully supported by Avaya and therefore ngi@ued in the Tracker.

¢KS /5w NBO2NR F2NXI G A& Odzadz2YAralofsS 2y GKS ! grel ae
application supports the following CDR formats:

e Standard Printer format.
e [nternational Direct format.

e Data Track Customisedriat.

The application monitors the CDR output, identifies key fields within each call record and applies a set of user
defined rules. These rules are used to identify posditdudulent traffic patternslf the call(s) are identified as
being possibly tludulent then an alarm is delivered to a central management system. The alarm includes the
last call data record that triggered the alarm event.

Avaya Media Server Maintenance Alarms

This application processes Avaya Media Server SNMP traps as defined\iraya GAVAYAMIB/ersion

3.1.1. At the time of issue, the following Media server product families are supp@82kx, S85xx and S87xx.
The Media Server must be configured to deliver traps to the Trackerappiication will accept traps from the
Media Server, filter them using a set of uskfined rulesand deliver the alarm content as a Tracker Alert to a
central management system.

The process of dealing with the traps is split into two parts: trap capture and alarm reporting:apiape
receiwes the trap from the Media Server and converts it into a textual form suitablprmressing by the alarm
reporting application. Trap capture is provided by the trapcatd protiestsruns independently of the alarm
reporting application and provides trapformation on aninternal device readable by the alarm reporting
application.

The Alarm Reporting application reads each text message from the device provided by trajeratities key
fields and applies a set of usdefined rules to determine if an @it should bedelivered to the central
management system.
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Avaya SDX Maintenance Alarms

This Tracker application monitors serial alarm data output from an Avaya SDX #witehtifies key fields
within each alarm message and applies a set of-de¢inedrules to determine if the message should be
delivered b a central management system. The Ava8yaX alarms can be configured to be output
spontaneously on a nominated serial port by a configuration setting on the switch.

Ericsson MD110 Alarm Reporting

Theapplication monitors alarm data output from the MD110, identifies key fields within each alarm message
and applies a set of uselefined rules to determine if the message should be delivered to a central
management system. The recommended interfacedsomie of the V24 Ports at the rear of the MD110.

MD110 alarms are output in the form of a spontaneous report printout. Each report includes header
information which identifies the reporting device, software version, date and time. Within the report thiére

be one or more alarm messages classified by Alarm class. This application processes the report and extracts
each of the alarms it contains.

Ericsson MD110 Toll Fraud Reporting

The application monitors the CDR output from the MD110, identifies kedsfigithin each call record and

applies a set of usedtefined rules These rules are used to identify possible fraudulent traffic pattdfrihe

call(s) are identified as being possibly fraudulent then an alarm is delivered to a central management system
The alarm includes the last call data record that triggered the alarm event.

HMGCC Chubb Alarm Monitoring

The Chubb alarm comprises a militie record. Each record starts with a space padded alarm ID number
followed by the date, the time and an optiondéscriptive text split over a number of lines. The application
monitors the output from the Chubb device, validates correctly formatted alarm records, extracts key fields
from within each record and then applies a set of udefined rules to determine the alarm should be
delivered to a central management system.

Intel PBX IP Media Gateway SNMP Alarms

This application processes SNMP traps from the Intel PIMG devices that have been configured to be delivered
to the Tracker. This application will accepettiaps, filter them using a set of user defined rules and deliver the
alarm content as a Tracker alert to a central management system.

Interactive Intelligence Communite SNMP Alarms

This application processes SNMP traps from the Interactive IntelligemoenGnite Voicemail/ Unified
messaging product. In this document we shall refer to the product as Communite. FGoamyunite system
that has been configured to deliver its SNMP traps to the Tracker, this application will accept the traps, filter
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them usirg a set of predefined rules and deliver the alarmcontent as a Tracker alert to a central management
system.

Intertel AXXESS Alarm Monitoring

The application monitors diagnostic messages output from the Intertel Axxess system, identifies key fields
within each message and applies a set of udefined rules to determine if the message should be delivered to

a central management system. The Axxess system can be configured to output diagnostic messages via a local
serial port or via a TCP port on the local\Wetk. This application supports both output options.

Intertel AXXESS Toll Fraud Reporting

The application monitors the CDR output from the AXXESS, identifies key fields within each call record and
applies a set of usedtefined rules These rules are used fdentify possible fraudulent traffic patterns the

call(s) are identified as being possibly fraudulent then an alarm is delivered to a central management system
The alarm includes the last call data record that triggered the alarm event.

Mitel 3100 ICP Alarms

This application processes Mitel 3100 ICP SNMP Alarm natification traps that are delivered to the Tracker. The
process of dealing with the traps is split into two parts: Trap capture and Alarm reporting.

Trap capture involves receiving the trpm the 3100 ICP and converting it into a textual form suitable for
processing by the Alarm reporting application. The 3100 ICP must be configured to deliver its SNMP traps to
the Tracker.

Alarm reporting involves reading each text message, identifyéydiklds and applying a set of usdzfined
rules to determine if an alert should be delivered to a central management system. In the case of the Mitel
3100 ICP, this is the 3100 ICP Alarm Reporting Application.

Mitel 3300 ICP Maintenance Alarm Reporting

This application processes Mitel 3300 ICP Maintenance Alarms output on TCP port 1751. The 3300 ICP must be
configured to output maintenance alarms.

The application makes use of the Tracker TCP data logging facility to collect the alarms from the 386€ ICP
data logging process makes the alarm data available to the application in the form of an internal device within
the Tracker 2700.

Alarm reporting involves reading each entry in the alarm output, identifying key fields and applying a set of
userdefined rules to determine if an alert should be delivered to a central management system.
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Mitel 3300 ICP SNMP Alarms

This application processes Mitel 3300 ICP SNMP Alarm natification traps that are delivered to the Tracker. The
process of dealing with thedps is split into two parts: Trap capture and Alarm reporting.

Trap capture involves receiving the trap from the 3300 ICP and converting it into a textual form suitable for
processing by the Alarm reporting application. The 3300 ICP must be configutelivier its SNMP traps to
the Tracker.

Alarm reporting involves reading each text message, identifying key fields and applying a setdsffunsst
rules to determine if an alert should be delivered to a central management system. In the case of the Mite
3300 ICP, this is the 3300 ICP Alarm Reporting Application (m3300snmp.app).

Mitel SX2000 Call Processing

This application reads Mitel SX2000 PABX call records on seriall and passes them out on serial2 after internal
processing to update the call datecbilling information as defined in the associated configuration files.

Note: This application is only supported by the Tracker 2700 and Mitel 7100 MAP variantsToatker
product.

Mitel SX2000 Serial Alarms

This Tracker application monitors serialrafedata output from a Mitel SX2000 switch. It identifies key fields
within each alarm message and applies a set of-deéined rules to determine if the message should be
delivered to a central management system.

Mitel SX2000 SNMP Alarms

This applicatioprocesses Mitel SX2000 SNMP Alarm notification traps delivered to the Tracker. The process of
dealing with the traps is split into two parts: Trap capture and Alarm reporting.

Trap capture involves receiving the trap from the SX2000 and converting & tetdual form suitable for
processing by the Alarm reporting application. The SX2000 must be configured to deliver its SNMP traps to the
Tracker.

Alarm reporting involves reading each text message, identifying key fields and applying a setdsffunselr
rules to determine if an alert should be delivered to a central management system. In the case of the SX2000
this is the SX2000 Alarm Reporting Application (sx2000snmp.app).

Mitel SX2000 Toll Fraud Reporting

The application monitors the CDR output fraine SX2000, identifies key fields within each call record and
applies a set of usetefined rulesThese rules are used to identify possible fraudulent traffic pattdfrthe
call(s) are identified as being possibly fraudulent then an alarm is delite@redentral management system
The alarm includes the last call data record that triggered the alarm event.
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Nortel BCM SNMP Alarms

This application processes Nortel BCM SNMP Alarm notification traps delivered to the Tracker. The process of
dealing with tte traps is split into two parts: Trap capture and Alarm reporting.

Trap capture involves receiving the trap from the BCM and converting it into a textual form suitable for
processing by the Alarm reporting application. The BCM must be configured to dislig&MP traps to the
Tracker.

Alarm reporting involves reading each text message, identifying key fields and applying a setdsffunsst
rules to determine if an alert should be delivered to a central management system. In the case of the BCM this
isthe Nortel BCM SNMP Alarms Application (bcmal.app).

Nortel Meridian Alarm Reporting

The application monitors serial alarm data output from the Meridian, identifies key fields within each alarm
message and applies a set of usefined rules to determind the message should be delivered to a central
management system. Meridian alarms can be configured to output spontaneously on a nominated V24 port by
system programs running on the switch. Some of these programs, such as the Error Monitor, are pegmanentl
resident while others are more diagnostic in nature and are loaded only when required. It is also possible to
configure the meridian to load and run a set of diagnostics automatically as part of a daily routine. Once
loaded, each program generates a sifiecset of alarms or messages.

CNRY aSNRARRAIFY &2FGo6FNB NBESFAS up Ly FEGSNYIFGAGBS F2 Ny
application supports both formatted and unformatted Meridian alarms.

Nortel Meridian Call Server SNMP Alarms

This appliation processes Nortel Meridian SNMP Alarm notification traps delivered to the Tracker. The process
of dealing with the traps is split into two parts: Trap capture and Alarm reporting.

Trap capture involves receiving the trap from the Meridian and conwgitiinto a textual form suitable for
processing by the Alarm reporting application. The Meridian must be configured to deliver its SNMP traps to
the Tracker.

Alarm reporting involves reading each text message, identifying key fields and applying asstdefined
rules to determine if an alert should be delivered to a central management system. In the case of the Meridian
this is the Nortel meridian Alarms Application (maridianal.apps).

Nortel Meridian Call Processing

This application reads Nortelavidian PABX call records on seriall and passes them out on serial2 after
internal processing to update the call date and billing information as defined in the associated configuration
files.
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Note: This application is only supported by the Tracker 2700Mitel 7100 MAP variants of th&racker
product.

Nortel Meridian Toll Fraud Reporting

The application monitors the CDR output from the Meridian, identifies key fields within each call record and
applies a set of usedtefined rules. These rules are useddentify possible fraudulent traffic pattern# the

call(s) are identified as being possibly fraudulent then an alarm is delivered to a central management system
The alarm includes the last call data record that triggered the alarm event.

Meridian calllogging output can be configured to output on a nominated V24 port. There are two formats
adzLILR2 NI SRY W2fRQ F2NXI G YR WySgQ F2N¥YIGP® aSNRARALY
G2 G0KS WySgQ F2NX¥VI GO

Nortel Meridian Passport 4400 Afm Reporting

This application processes Meridian Passport 4400 series SNMP alarm notification traps delivered to the
Tracker. The 4400 series software comprises a number of discrete modules each of which generate their own
traps. This application will agpt traps from any module that conforms to the standard 4400 tfEpe process

of dealing with the traps is split into two parts: trap capture and alarm reporting.

Trap capture receives the trap from the Passport 4400 and converts it into a textual ddaehls for
processing by the alarm reporting application.

The Alarm Reporting application reads each text message from the device provided by trap capture, identifies
key fields and applies a set of ustafined rules to determine if an alert should belidered to the central
management system.

Nortel Meridian Passport 6400 Alarm Reporting

This application processes Meridian Passport 6400 and 7400 series SNMP alarm notification traps delivered to
the Tracker. The Passport generates 6 different traps edievhich represents different alarm severity ranging

from 1 (critical) through to 6 (unknown). This application will accept traps from any Meridian Passport
6400/7400. The process of dealing with the traps is split into two parts: trap capture andralaoning.

Trap capture receives the trap from the Passport 6400/7400 and converts it into a textual form suitable for
processing by the alarm reporting application.

The Alarm Reporting application reads each text message from the device provide@ bgptare, identifies
key fields and applies a set of ustefined rules to determine if an alert should be delivered to the central
management system.

Nortel Meridian Processor Load Monitoring

A Meridian can be configured to deliver various reports stadw how it is performingOne of these is TFS004
which details the Meridian Processor loading figure and percentagdimealutilisation (%RTUThe Meridian
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can be configured to deliver this report to any V24 port (usually the maintenance port) atifixedhtervals

up to a maximum rate of every haibur. The Tracker application monitors the output from the Meridian port
and applies a set of uselefined rules to determine if the report should be delivered to a central management
system.

Nortel Meridian CallPilot SNMP Alarms

This application processes SNMP alarm notifications from the Meridian CallPilot voicemail system. The process
of dealing with the Meridian CallPilot traps is split into two parts: trap capture and alarm reporting.

The applicatioraccepts traps from the CallPilot and converts them into a textual form suitable for processing.
The application then filters them using a set of udefined rules and determines whether an alert should be
delivered to a central management system.

Nortel Meridian IP Trunk and Line SNMP Alarms

Meridian IP Line Cards (also known as ITG, Internet Telephony Gateway) enable integrated voice and data
services on the Meridian LAN with connectivity between sites provided by IP Trunk cards.

The application firstanverts the traps in to a textual form, secondly, it identifies key fields and applies a set of
userdefined rules to determine if an alert should be delivered to the central management system.

Nortel Succession CSE1000 SNMP Alarms

This application process SNMP asynchronous alarm traps from the Succession Call Server 1000. The
application supports Succession CS1000 software releases 2, 3 and 4. This application will accept traps, filter
them using a set of usatefined rules and deliver the alarm conteas a Tracker Alert to a central

management system.

The application accepts traps from the Succession 1000 and converts them into a textual form suitable for
processing. The application then filters them using a set of-deéined rules and determines whggr an alert
should be delivered to a central management system.

Riello Multiswitch SNMP Alarms

This application processes SNMPv1 asynchronous alarm traps from the Riello Multsuatctatic transfer
switch. The application will capture the traps, filthem using a set of user defined rules and deliver the alarm
content as a Tracker alert to a central management system.

The application accepts traps from the Riello Multiswitch and converts them into a textual form suitable for
processing. The applicatidhen filters them using a set of usdefined rules and determines whether an alert
should be delivered to a central management system.
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Siemens EMS 601 Alarm Reporting

This Tracker application monitors alarm data output from the EMS 601, identifiegeldsfithin each alarm
message and applies a set of uslefined rules to determine if the message should be delivered to a central
management system. The recommended interface to the PBX is via one of the V24 Ports at the rear of the PBX.

Siemens EMS 601Moll Fraud Reporting

The application monitors the CDR output from the EMS 601, identifies key fields within each call record and
applies a set of usedtefined rulesThese rules are used to identify possible fraudulent traffic pattdfrihe

call(s) aradentified as being possibly fraudulent then an alarm is delivered to a central management system
The alarm includes the last call data record that triggered the alarm event.

Siemens Hicom 300E Alarm Reporting

This Tracker application monitors alarm datstput from the Hicom 300E, identifies key fields within each
alarm message and applies a set of udefined rules to determine if the message should be delivered to a
central management system. The recommended interface to the PBX is via one of tRe&4t the rear of
the PBX.

Siemens Hicom 300E Toll Fraud Reporting

The application monitors the CDR output from the 300, identifies key fields within each call record and applies
a set of usedefined rules. These rules are used to identify possibledinéent traffic patterns. If the call(s) are
identified as being possibly fraudulent then an alarm is delivered to a central management system. The alarm
includes the last call data record that triggered the alarm event.

Siemens Hipath 3000 SNMP Alarms

This application processes SNMP alarm natification traps from Hipath 3000 and Hicorays¥as that have
been configured to deliver their traps to the Tracker. The alarm traps@mgerted into ASCII format, filtered
using a set of usedlefined rules andwhere appropriatedelivered as a Track aled a central management
system.

Siemens Hipath 3000 Toll Fraud Reporting

The application monitors the CDR output from the Hipath 3000, identifies key fields within each call record and
applies a set of usetefined rules. These rules are used to identify possible fraudulent traffic patterns. If the
call(s) are identified as being possibly fraudulent then an alarm is delivered to a central management system.
The alarm includes the last call data record that tiggl the alarm event.

SiemendHipath 4000Toll Fraud Reporting

The application monitors the CDR output from tHpath 4000 identifies key fields within each call record and
applies a set of usetefined rules. These rules are used to identify possilsledulent traffic patterns. If the
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call(s) are identified as being possibly fraudulent then an alarm is delivered to a central management system.
The alarm includes the last call data record that triggered the alarm event.

Siemens Realitis/IDX Alarm Monitorg

The Realitis/IDX Alarm Monitoring process is triggered either at regular, configurable time intervals or when it
detects an alarm exception record in the call data stream. Gmiggeredthe application logs on to the
Realitis/IDX, retrieves the errtable and looks for new or changed entries. These error alarm entries are
processed against a set of us#gfined rules to determine if the error should be delivered to a central
management system. The interval timer is reset after each login.

Siemens IsDXutomated Backup

This application enables the Tracker to backup the IsDX configuration files on a user defined schedule. The files
are stored locally on the Tracker but can be copied to a central storage area as a secondary backup. When the
need arises toestore the configuration files on the Tracker back to the I1sDX, this can be done remotely.

Siemens Realitis/IDX Clock Set Utility

The internal clock on the Siemens Realitis/IDX switch is known to drift over a pemniscapplication will log

into the Realitis/IDX and set the clock to the current date and time of the Tracker 2700. The OSL level, user and
key required to log into the Realitis/IDX are stored in the Tracker application configuration file. The application
can be invoked manually from the comand prompt of the Tracker, or scheduled to run automatically using

the Tracker's internal scheduler.

Siemens Realitis/IDX Toll Fraud Reporting

The application monitors the CDR output from the Realitis/iSDX, converts the binary record to an ASCII
represenation, identifies key fields within each call record and applies a set ofdefared rules These rules
are used to identify possible fraudulent traffic pattertfsthe call(s) are identified as being possibly fraudulent
then an alarm is delivered to@entral management systenthe alarm includes the last call data record that
triggered the alarm event.

From Realitis/iISDX software release 6.1 onward, the number of dialled digits supported in the CIL record was
increased from 18 to 24 digit$his appliation collects 18 digits and if more than 18 digits are supplied, only
the first 18 digits will be collected.

In addition to the toll fraud functionality, the application will also detect alarm records from the PBX that can
be can be embedded in the caltd stream. These can then be made available to the Alarm Reporting
application if it is running on the Tracker.
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TRACKER APPLICATIONS

Tracker Generic String Match Alarm Reporting

The application monitors ASCII data output from a managed device on airsenitlce and applies a set of
userdefined rules to each line of data received to determine if an alarm should be delivered to a central
management system. The managed device must be configured to output data spontaneously on a V24 port.
Each line of dat is processed independently.

Tracker 2700 Digital Input Alarms

This application monitors the Tracker 2700 digital inputs and provides a facility for generating customised alerts
or setting digital outputs based on the input staléhe application providegreater customisation and output

options than the builin digital alarm facility. The state of the 16 digital inputs is continually monitored for
change and when one occurs the application passes the following information to the rule processor:

e The curraet state of each of the 16 inputs.
e An indication of state change for each of the 16 inputs.
e The current state of each of the 7 outputs.
The rule processor applies a set of udefined rules that determine the action to be taken based on individual

or combned states of inputs and outputs. Available actions include delivery of an alert or the setting of a digital
output. If required, the application can be configured to set the digital outputs to a known state augtart

Tracker 300 Controller Alarms

Thisapplicationpolls one or more Tracker 300 controllers for data. It then stores any data received into a file
on the Tracker 2700. Users can set the Tracker 2700 to send out an alarm if the data from a Tracker 300 is out
of normal operating parameters.

Tracker 2700 SNMP Alarms

This application processes SNMP Alarm notification traps delivered from other Tracker 2700s that have been
configured to deliver SNMP alarms to the managing Tracker. The process of dealing with the traps is split into
two parts: Trapapture and Alarm reporting.

Trap capture involves receiving the trap and converting it into a textual form suitable for processing by the
Alarm reporting application.

Alarm reporting involves reading each text message generated by the trap capturefyicenkey fields and
applying a set of usadefined rules to determine if an alert should be delivered to a central management
system.
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