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TRACKER OVERVIEW

The Tracker provides a powerful, flexible and reliable platftonthe management of
remote equipment. With its' access control tools, intelligent monitoring capability and
range of connectivity options covering serial, modem, Ethernet and digital 1/0O, the
Tracker allows you to manage all your-site equipment fronone access point.

The Tracker combines the latest kpawer, high performance processors with integrated
communications and a prodigious storage capacity to delivery a reliablstatad

control platform ideally suited as a remote management systeirefdemanding service
provider.

1 Low power consumption: Without any need for fans or special ventilation the
Tracker runs cool to the touch, this translates to improved reliability and minimal
environmental impact.

1 Solid state: With no moving parts, thea€ker will deliver a reliable service 24
hours a day, 365 days a year for many years, without requiring maintenance.

1 Integrated UPS option: As a critical part of your communications infrastructure,
the Tracker will continue to provide access and contmoybur systems for up to
12 hours after power loss.

1 High capacity solid state storage: With support for integrated Compact Flash
modules of up to &b you can collect and store data, local backups or complete
boot images on site, safe in the knowledge ithaill be there when you need it.

71 Single box solution: With integrated modems, network adaptors, serial ports and
digital contacts all in one box, the Tracker provides a powerfubomresolution
for your remote management service.

TRACKER MODELS

Thereare a number of models in the Tracker range. They have similar capability and
sharethe same software kernel. Some features have been added to later models and are
not supported on the original Tracker 2700. The range includes

T Tracker 2700 the origiral unit has been superseded by the Tracker 2750 and
2740 range.

i Tracker 2720 this is a secure modem that acts as a key into a remote Tracker
fTracker 2730 this is a secure modem that acts as a lock at a remote location
i Tracker 2740/41/45/46 a range ofow cost remote access platforms

T Tracker 2750 an expandable unit with nine slots to hold a range of plug in card
modules that enable you tailor the hardware to suit an
application
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TRACKER SECURITY INTRODUCTION

This document provides an overview bétsecurity features included within the Tracker
seriesproduct lineas well asome of the security considerations associateditgitiise
Security capabilitiesuch af?ointto-Point Tunnelling the builtin packet filtemg

firewall, two factor authetication, restrictedansweringand limiing system services will
bedescribed

A corporate information strategy will not be effective unless IT administrative services
are protected through processes that safeguard voice and data network infrastructure
devices against malicious attackackers provide a secymnsistent, auditable
environment for system and network administrators to remotely access network devices
andto perform daily tasks without the fear of the system being compromised.

Trackes can be easily integrated into IT infrastructure, complementing and adding to
corporate network security. Howevers important to note that Trackers ae edge
devices and ardesigned to operate behind firewatlseyare not intendetb replace
firewalls The level of security provided by Trackersnsre than adequater a device
that operates behind a firewall and providesery high degree girotection against
attacks that may originate from withémetwork.

Some Trackers have been segugipproved by the US and UK Governmeritsider the
UK ITSECscheme, th&racker2700has achieved a2 Assurance LevelTheTracker
2700, 2720 and 273froductshavereceivedinformation Assurance Accreditatidnom
the US GovernmentBefence Information System Network (DISSgcurity
Accreditation Working GroupSee appendix 2 and 3 of this document for further
information

TRACKER HARDWARE AND OPERATING SYSTEM

Trackers consist of proprietary hardwaesigned and manufactured by Data Track and
an operating system based on a customized versianwf. The use ohnon Intel
processor ensures that the Tracis not susceptible to the common forms of security
attack associated with Intel processor based hardware platforms.

Theoperating systerns based on Linux versiah0.38;but has beemodified to allow

the kernel to run on éhproprietary Tracker hangare. Specific modules were carefully
selected from standard Linux so that only those modules absolutely necessary for the
functionality required on the Tracker have been includéte kernel includes a custom
loader; this ensures that only modules cdetpby the Trackespecific compiler are
loaded into the system.
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The operating system maintained independentfyom publicly available Linux code so

is immune to security problems that may be introduced in such code. The only method of
accessing theinux operating system is through tteot passwordNon root usersun

secure menus and have no access to the system files. Even if the system were to crash in
normal operation it would ndye possibldéor theseusesto get to theLinux system

prompt.

This approach enables the Tracker hardware platform to have a number of significant
improvements over a conventional Linux based system:

1 Improved reliability: By removing features and tools that have no relevance to the
operation of a Tracker, the openaf system is not only significantly smaller, but
there is much less to go wrong.

1 Better security: Many of the original Linux libraries have been modified to tighten
the system security. For example if a user provides invalid credentials three times
in arow, the system will drop the connection and raise an alarm.

1 Quick startup: The Tracker is impressively quick off the mark. Pewgiand you
can be logged in under a minute. Restarting the system after a changing a
configuration takes less than 30 seconds

1 Enhanced access control features: Several changes have been made to the
operating system to enhance access control. For example you can dynamically
modify a firewall rule to allow access and have it automatically expire after a
predetermined time.

1 Simplfied management: The complex scripts normally associated with starting
Unix systems has been replaced with a single-sfafile and the naming
convention, location and structure of configuration files has been rationalised to
significantly simplify systm management.

The operating system can bedatedemotely by a user havinmgot password privileges.
The new operating system does not overwrite the current system uhlasbéen
successfully uploaded

Trackersdo not allow the execution of usgenerated shell scripts. User programs to
extend the application setTwackers are restricted to tRgthonruntime environment
that is included in the system.

Tracker System Services

Standard.inux services that are not required by the Tratieare ben removed

Services that are required have been hardened to make them very secure in operation;
many of the known problems associatéth standard operating systems have been
eradicated.

A list of services thiaare enabled during Tracker operatameshown in the appendix to

this documentWhere relevant, a discussion of the security implications of &@atiese
services is presented. For a full description of the Tracker operation please refer to the
Tracker Reference Guide

IS .2 Lin 2007 rFg25of 22
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Restricted Shell Ehviron ments and User Commands

Trackers include the ability to restrict not only the menu and shell environments that
users are presented with whenever they Idgdralsothe commandsvailable in the
shell environmenbn a user by user basis

ACCESS CONTROL

The Tracker can be accessed in one of three ways; local console, modem or network.
Each of these is described below along with their associated security features.

Local serial console

The local console provides a VT100 compatible terminal interface fectdacal
connection to the Tracker. Access is secured by username and password.

Security Features:

1 The local console is normally only used for initial configuration and can be
disabled if required.

1 Auditing facility allows command line activity to begged.

71 Day to day configuration is restricted to menu based interface that limits system
access and provides an audit of changes made.

Modem

Where one or more modems are fitted, the Tracker can be configured to accept
conventional data calls or inbound digd network connections. Significantly, unlike a
conventional RAS server, the Tracker will allow one modem to accept either type of call.

Security Features:

1 Where CLI is provided, incoming calls can be restricted to one more specific
originating telephonaumbers.

1 Incoming calls can be restricted to Terminal only, iigINetwork only or
disabled altogether.

91 Dial-up network connections are subject to PPP authentication. The Tracker
assigns an IP addresses to the connecting host based on the PPP us&lsredent
This feature, combined with the IP firewall facility allows network traffic to be
restricted to selected devices depending on the credentials presented. For
example, a8 party maintainer can be restricted to accessing a specific network
device bemd the Tracker, and be unable to access the Tracker itself.

1 Customised diaback behaviour can be developed to meet specific customer
requirements.

¢
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Network

Network connectivity to the Tracker can be established via either physical Ethernet ports
or dialtup PPP connections. The Tracker can be configured to host Telnet, SSH, FTP or
data collection services. Additionally network traffic can be selectively forwarded
through the Tracker to local network devices.

Security Features:
)

Packet filtering firewall athws control of network traffic to or through the
Tracker. Timed firewall rules allow temporary access to network devices using
modified firewall rules that will automatically expire after a fixed period.

With two Ethernet ports, the Tracker allows separatf Equipment and
corporate networks with firewall controlled access between the two if required.

Support for encrypted tunnels using PdamPoint Tunnelling Protocol (PPTP)
and Microsoft Pointo-Point Encryption (MPPE).

Users accessing the Trackea Vielnet, SSH or FTP are authenticated using
username and password. SSH provides a fully encrypted alternative to Telnet
terminal sessions.

User accounts can be restricted to allow Telnet access to menu based interfaces
that restrict access to specific gguent. Alternately a user can be configured to
connect transparently to local equipment using either serial or Telnet connections.
Network Address Translation (NAT) feature allows outbound connections from
managed network devices without exposing hostesdes.

Local Telnet and FTP services can be disabled if necessary.

Where command line access is required for a user, the commands available to
them can be restricted on a user by user basis.

a2 Ln 2007 g2 7 of 22
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AUTHENTICATION
System Login

Regardless of the method used¢tmnect to the Trackehe system requires that users
authenticate themselves by usadisername/@ssword combination as a minimum;
additional authentication is available and is described later in this docuiifent.
Username/Bssworccombinationdefines the access rights that individual users are
allowed. Any number of Username/Passwaraisibinationsan be provided each with
their own access rights. On successful lagiers can bprovided with a whole variety
of access privileges including

Beingd rected to a single serial port for
Being directed to a single port at an IP address on a network

Being presented with a secure menu system (see below)

Being able to collect stored data such as CDR records

Being able to configurelements of the Tracker configuration e.g. serial ports

=4 =4 -4 -4 -9

Or any combination of the above. Administrators can be given access to the Tracker
itself to configuremany of its parameters including IP addresses, serial port
configuration, system clock etd@.he Tracker firewall and other highly sensitive areas are
only available through the Root password system.

Secure Menu System

Users can be directed to a secure menu system depending on their Username/Password.
Any number of menus can be designed and #&ssocwith a Username/Password
combination. A sample of such menus is shown below.

Tracker 27808 G iguration Menu vl .2

(Changez only effective after restartd

RECEPTION Remote Access Menu System Settings
Serial Port Settings..
MHanaged LAN Devices..
on Port 1 Dial-in Access..
Device on Port 4 fAlert Delivery..
3> Leogout Digital Alerts..
. Optional Applications..
Select one of the ahove options: _ et Date & Time
Change User Passwords..
Uiew Hardware Status
Uiew Configuration Change Log
Commit Changes & Restart
Quit & Abandon Changes

felect an option: _

It is only possible to select one of the options showhe menus are written using the
Python Scriptindanguageit is not possible to break out of the menu systethe Linux
operating system even if the unit were to crash.

SSUENINZ] LnZ007 Fe2 i 22
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Two Factor Authentication

Data Track offetwo factor authenticatiofor modem dial up using a speciata Track
developednodem called a Tracker 2720. The advantage of this system isdhathe
easily integrated intan existingcommunicationsnfrastructure with no software change
required; it is a device to device authentication mechanism that requires no human
intervention.

Tracker 2720 System Operation

—
Administrator Tracker ==
i 2730 e
' —3 Dial-up _
Serial
Tracker Network C1 )

/

= =i

Tracke .
- =

2700

2720Modem

Figure 1: Tracker 2720Challenge/Responséuthentication System

The Tracker 27201odemis designed to provide a high level of securitydia up
connectivityby restricting incoming access to only thdsackes that have been both
pre-programmedvith an appropriate symmetric enption key and included in an access
control list of the terminating Tracker.

The lock and key security mechanism employsesthe AES symmetric key encryption
algorithm with a 64&haractekey toprovidesecureauthenticatiorbetweera Tracker
2720Modemanda remoteTracker. TheTrackersat both ends of the connectionust
each be prprogrammed with an identical key before a secure link can be established
between the two devices.

Since the keys form the basis of the security architecture, ipisrative thatheyare
protected to ensure the integrity of the security mechanism.

Access Control

Each Tracker 272Bodemis preprogrammed with a unique git identifier at the
factory that is used to identify itself ta@mote Trackeduring an adtentication session.
Onceit has been factorgrogrammed int@ Trackey this identifier can be read but not
changed. Fields within the identifier are used to depict group membership as well as
unique identity. They are defined as follows:

9 The first four dgits identify group membership
1 The last six digits identify the serial number of the Tracker 2720 in that group

RemoteTracker 273(2700devices contain two separate lists that are used to control
access to the device. The two lists are the Standard Kegsa and Deny lists and the
Master Key Access and Deny lists.

2.2 Lin 2007 g9 of 22
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Handshake

Successful authenticatiosrdependent on both devices being preconfigured with an
identical key. In addition, the 27302700d evi ceb6s access control [
preconfigured vith the10 digit identifierof the 2720Modents) that are allowed access.

The authentication and access control process is described below.

1 The Tracker 2720 (KEY) acts a standard modem issuing typical AT type
commands input via a serial interface andssed to call a Track&730 o
2700(LOCK) using a PSTN lineThe modems answer and establish a
communication link as typical modems would.

1 The Tracker 2730r2700t hen i ssues a O6challengeb6 to

1 The composite message issued by thé@2r2700is received by the Tracker
2720 and is decrypted using its pre configured key.

1 The Tracker 2720Modemthen takes this decrypted message, adds its own 10
digit ID in the message, /&ncrypts itusingits key and sends it back to the
27300r 2700as a response.

1 The Tracker 2730r 2700receives the message, decryptssingits key and
extracts the Tracker 27200 d esnidfrom the message.

71 If both the 272MModemand 2730r 2700 argre configuredvith identical
keysthen the first stage of thentication will besuccessfull}completed.

1 In the second stage the 27&02700device then compares the extracted 2720
ModemID against its local Access and Deny lists to verify whether the
incoming 272Modemis an authorized unit.

In the case ofhe 2700 ifthe Tracker 2720 Modeis included in the standard access list
it is granted access to the Login pmThe user will now have to input a valid
Username/Password combination; this will define the access rights granted.

In the case of the Trier 2730,f the Tracker 2720 Modeims included in the Standard
Access Control List, it is granted access to the serial port of the 2730 device, and to
communicate with the connecteduipment.

If the Tracker 2720 Moded is included in the Master Acss Control Listjt is granted
access to the 2736elf so thatan administratocanconfigureit.

a2 Ln 2007 ez 10 i 22
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Restricted Answering

A Tracker can be configured so that its internal modem(s) only accept calls from specific
telephone numbei groups of telephoneaumbers. When a call is made to a Tracker

with this feature enabled it will check the incoming CLI/ANI against a list of pre defined
numbers. If the incoming call is not from one of these then the call will not be answered.
The restricted access céyay requires that CLI/ANI be enabled on both the originating
and local phone lines

Within the Tracker, this security feature is controlled by entries included in the
modem.dial.conffile and is used by theigettydaemon to determine whether or aat
incoming call should be answered on the specified mo8enturther details refer to the
Tracker ReferenceGuide

Reducing Susceptibility to WarDialling Attacks

War dialling is the process of attemptingittentify modemsso that attached equipment
can be attackedndcompromisd. Hackers usually run Warialling programs against
all numbers in an exchange. During this process, thel\aber program automatically
dials each phone numberarpre definedist and identifies numbers that may have
modems to exploit. Some of these programs even run predefined scripts of a list of
usernames and passwords to attielmgain access to the system.

Use of he restricted answering optiefiminatesthe susceptibility of Trackers to war
dialling attacks.

|PVPN CONNECTIVITY

A Tracker can communicate over one or more of its Ethernet connections using industry
standard IP protocols. Hackers can wseous toolgo monitor traffic looking for

passwords or other sensitive data. To minimize the securityagdociated with
communicating over circuits carrying IP traffitrackers can beonfiguredto use the
Pointto-PointTunnellingProtocol (PPTR) This will establish aecuresncrypted tunnel

or virtual private network (VPNgonnectiorfrom a remote cént over an existing public

or private wide area network (WAN).

To authenticate to the Tracker, the remote system must be configured with Microsoft
Challenge Handshake Authentication Protocol version 2-QW&P v2) and 12&it

MPPE stateless encryptionuring the PPTP connection process, the Tracker assigns an
IP address to the remote computer afteagsuccessfully authenticateThis allows
administrators in a remote locationdstablish a secumnnedon over the Internet to a
Tracker and feelamfortable that the security of the device and the connected network
are not at risk of compromise from a malicious intruder.

U2 Ln 2007 Feefe Ll @ 22
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Encryption
PPTP

The Pointto-PointTunnellingProtocol (PPTP) is a protocol that allows PdmPoint

Protocol (PPP) connectis to beunnelledthrough an IP network, creating a Virtual

Private Network (VPN). Microsoft implemented its own algorithms and protocols to
support PPTP. This implementation of PPTP, called Microsoft PPTP, is used extensively
in commercial VPN productg@cisely because it is already a part of the Microsoft
Windows 95, 98, NT, 2000 and XP operating systéPngvisioning a Tracker to accept

VPN tunnel terminations also requires paeiiétring rules to be added to the built in
firewall.

SSH

The Tracker fatures both server and cliésgcureShell (SSH). SSHis a set of standards

and an associatetetwork protocothat allows establishingsecure channdéletween a

local and aemote computerlt usespublic-key cryptographyo authenticatehe remote
computer and (optionally) to allow the remote computer to authenticate theS&iér.

provides confidentiality and integrity of data exchanged between the two computers using
encryptionandmessage authentication cod&SH is typically used to login to a remote
machine and execute commands, but it also suppomelling forwarding arbitrary

TCPports it can transfer files using the assiedSFTPprotocol

BUILT -IN PACKET FILTERING FIREWALL

Trackers include a buiith IP packet filtering firewall that is based on the standard Linux
IPFWADMpacket filtering mechanistat was included in the original Linux kernel

version 2.0.38 IP packet filtering is the process of controlling network packets as they
enter, move through, and exit the network stack within the kernel. This mechanism ca
used to control access to a Tracker by restricting input and output network traffic and is
achievedoy applying the appropriate filtering rules to each of the available network
interfaces on the device. This packet filtering mechanism is used exigngithin

Trackers to restrict access to the device as well as any of the attached managed devices.

Default Packet Filtering Rules for the Tracker

The default settings for the Tracker 2700 firewall configuration are shown below.

-F -f

-F -a acceptm

This reflects a very passive security stance and if unchanged generally allows access from
any hosts into the device. Users concerned with restricting unwarranted access are

advised to adopt a more aggressive security stance and@llengnection request
except those that have explicitly declared in a pafitketing rule.

Provisioning a Tracker with managed devices, PPTP VPN tunnels, or PPP dialup access
causesomepacket filtering rules to automatically be added to the firewall rule set.
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AUDIT AND L OGGING

Trackers include extensive logging facilities that record activities associated with many
of the background services operational in the device. These log files are useful in
identifying problems as well as suspicious activity within the systenck&rdog file are
restricted in size and wrap around when full. Each log file is stored fintha ro/ | o g
directory. A list of the logging facilities available with@lracker is provided in the
appendix.

CONCLUSION

The Trackeseriesprovides an organaion with a platform for secure, consistent
administration of network devices. The features and benefits delivered by the system are
essential components of watlanaged voice and data networks. In addition, the layers of
defenceagainst attacks providbe highest level of protection against compromise of the
Tracker series or the administrative interfaces of any network devices connected to it.
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APPENDIX 1 SYSTEM SERVICES

actd

actdis a service which monitors alerts generated on a Tracker and detewmwhiae
actions (if any) are needed to be performed for each alert before the alert is made
available for delivery by the service. Thetdandalertd daemons must both be running
if alerts are to be delivered. There are no configuration files associdteaicid.

alertd

Thealertd service provides a message delivery facility to a network management system
such as the Data Track Alarm Management System (AM&)d is normally configured

to start automatically by including itintiie/ et ¢/ c o ndfile.g/ t as k. conf

digmond

Thedigmondservice monitors the status of the Trackers 16 digital inputs. It is normally
configured to start automatically by an entry in tgk.confile. Configuration of alerts

in response to changes in the state of the digital inpuaksne through thdigital.conf

file.

fifod

When thdogd service is operating ififo (first-in-first-out) collectionmode fifod

provides a network service that makes data available fotinealaccess by a remote
application. The remote applicationmceects to the service and retrieves data using a
simple request acknowledge protoctifod will remove data from the fifo buffer file

only when the remote application acknowledges receipt. The service is normally started
t hr ough an etdcorigfingtd.cond tf hé ed/

ftpd
ftpd is the Internet File Transfer Protocarver process. The server uses the TCP
protocol and | istens at the pomwdviceepeci fi ed i

configuratiohetfté¢éleonfoicagded in A

ipforwd
Theipforwds er vi ce control s networking between t he
default, IP forwarding is turned off.

logd

Thelogds er vi ce provides the data collection fac
Three modes of data collection atgportedstatic overwriteandfifo. For a given serial

port, only one mode of data collection can be in effect at any given timéogde

process is started automatically through an enttgsk.conf

With static collection, received data is writtena file named data.raw located in a

directory associated with thers# port. For serial port 1 faxample, the file will be

located in the /data/serial 1 directory. The file is available for download via FTP and data
collection ceases when the fileaohes its configured maximum size.

U2 Ln 2007 et Vi @ 22
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Overwrite collection is similar to static collection except that when the file reaches its
maximum size, the oldest data is overwritten by the new data.

Fifo collection differs from static and overwrite type collectionthat the collected data
Is available for reading in reéime via a fifo network service callddod. If the remote
PC or network link fails, the data is buffered until the connectionéstablished. The
fifo file is created in a directory asso@dtwith the serial port.

The operation oliogdis controlled bytask.confandserial.conffiles and is typically
configured to start automatically strtup by including an entry in the
/etc/config.task.corfile.

mgetty

Mgetty is the process that mamis modems for incoming calls. It answers the phone and
controls the process of giving remote users either a terminal type connection eua dial
networking connection using PPP. The mgetty.conf file defines the settings for the
mgetty process. Mgetty iormally configured to start automatically by including an
entry in tthaeskKifieomf/ @aonfi g/

pingd

pingdis a service which is designed to monitor the connection status of a number of

remote network hosts by PINGING each host at a regular intdivallist of hosts to

monitor i s specipingeed ifnltehal @asrgo wiidthed hie mo
maximum response time allowed for each. The activity of pingd is monitored in the log

fled/ var/ 1l o@/ pingd. |l og

pppd
Trackers utilize th@ppd service to providelialled up network connections. Thappd

daemon makes use of the configuration fopp.modemIppp.modemZif fitted) and
A/ et c/ conf itgcontrg the ceneamumnicatibrsliok between an incoming request
and the service.

pptpd

Thepptpdservice implements the PPTihnellingprotocol within the TrackeByYy

default, the PPTP daemopptpd in a Tracker is configured to only accept incoming
connection requests that have been configuredthetMicrosoft Challenge Handshake
Authentication Protocol version 2 (MGHAP v2) and MMPE 128 bit encryption.
Consequently, no PPTP incoming connection requests utilizing either PAP, CHAP or
MS-CHAP v1 authentication will be authenticated. Furthermore, incoming client requests
configured withweaker encryption key lengths for e.g. 40 bit keys, will be rejected. The
Trackerpptpddaemon calls thpppddaemon with the options contained in the

A/ etc/ confifilg/ tunnel . conf o

pushfd

Thepushdfdaemon is intended for scheduled invocation oftidaf command. The
configuration file is located ih h etc/cinfig/pushfd.coaf f i |peshfcommamnd is
used to deliver arbitrary files to a specified FTP server.
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snmpd

snmpds an SNMP agent which binds to a port and awaits requests from SNMP
managemergoftware. Upon receiving a message, it processes the request(s), collects the
requested information and/or performs the requested operation(s) and returns the
information to the sender.

tcplogd

Thetcplogdservice provides a facility for collecting data@s a network using TCP/IP
with or without a data transfer protocol. Configuration ofttpgogdprocess is started
automatically through an entry in theesk.confile. See the appropriate Tracker reference
guide for detalils.

telnetd
Thetelnetddaemorsupports the standard Telnet virtual terminal protocol.

trapcatd
trapcatdis service designed to receive SNMP traps from network devices, convert UDP
packet data into an ASCII representation and direct these alarms to an application
designed to recogniznd process that specific type of data. SNMP traps are UDP
packets that contain, amongst other things, the following information:

1 SNMP object id information which uniquely identifies the type of trap and the
type of device that generated it
The IP addressf the device that generated the trap
A series of values for each of the data fields defined for the particular trap type.
Each trap type will have a varying number of fields.

T
T

Generally each type of device has one type of trap that is used to delalarrts. The
content of the trap identifies the type of alarm. The field content and layout for the trap is
defined in the MIB supplied by the manufacturer of the equipment. The MIB is used by
Data Track to write an application to process that specifie ofprap.

Using the associated configuration fitapcatd.confthe service can be configured to
capture a maximum of 8 trap types, from a maximum of 8 managed devices. Received
traps are converted into text and delivered to an application desigrtedtfoype of data.

It takes each trap from the capture file, extracts the field content and applies the user
defined rules to determine if the trap data should be delivered to the central management
system as a Tracker alert. The user can determine hotvondnow little of the trap data

is delivered when they write the rules.
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